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Data communications allow autonomous computers to exchange 
information through a network. The elements of the network are the 
computers themselves, the protocols that govern the 
communication and the transmission medium. This course gives an 
overview of TCP/IP and other related protocols as most computers 
today connect through the Internet. A top-down approach is taken 
where the application layer is covered first. The course covers the 
network layer which serves as an intermediary between the transport 
layer and the data link layer.

The next half of the course provides the means to detect and 
possibly correct errors that may occur in the physical layer. Finally, 
the course covers the physical layer which consists of the electronic 
circuits which transmit raw bits rather than logical data packets over 
a physical data link. Changes in technologies occur rapidly here. 
Short-range Bluetooth piconets, medium-range wireless 802.11 
local area networks (WLANs) and wire-area 4G/5G wireless cellular 
networks will be covered.
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• Data communications, data networking, and the Internet
• Layered architecture
• Transport Services Provided by the Internet
• Transport-layer services
• Multiplexing and demultiplexing
• UDP and TCP protocols
• Congestion control
• Circuit switching and packet switching
• IPv4, IPv6 forwarding and addressing
• Services provided by link layer
• Error detection and correction
• Multiple access protocols
• Local area networks (wired and wireless)
• Multimedia networking
• Networking for sensor integration – ASTERIX protocol from 

Eurocontrol

SYNOPSIS 

FACILITATOR
ASSOC. PROF. MUHAMMAD MUN'IM BIN 
AHMAD ZABIDI received his double 
Bachelor’s of Science degrees in Computer 
Engineering and Electrical Engineering from 
the University of Missouri-Columbia, USA, in 
1985 and Master’s of Science in Computer 
Engineering from the University of Bridgeport, 

Connecticut, USA, in 1988. He was the Deputy Director of 
Academic Computing at the Center for Information and 
Communications Technology (CICT), UTM from 2005-2008. He 
teaches digital systems design, embedded systems and software 
engineering. His research work is mainly on artificial intelligence, 
digital signal processing and Internet-of-Things.

At the end of this course, the participants will be able to:
1. Acquire the advance knowledge data and computer 

communication.
2. Provide an overview of advance data and computer 

communication and its basic components. 
3. Understand of present day application and future 

development.
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PREREQUISITE
Minimum SPM holder with 5 years 

experience in the related fields
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